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DETAILED ACTION 

1. A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this appUcation is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finahty of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on November 16, 2009 has been entered. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on November 02, 2009 is in 
compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure 
statement is being considered by the examiner. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-3 and 12-17 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
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would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived 
by the manner in which the invention was made. 

5. Claims 1-3 and 12-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Blumenau et al. (hereinafter referred to as Blumenau, US Pat. No.: 6,260, 120) in view of 

McClannahan (US Pat. No.: 6,438, 670) and fiirther in view of Kitahara et al. (hereinafter 

referred to as Kitahara, US. Pat. No.: 7,082, 539). 

As per claim 1 : 

Blumenau discloses a host device operative to input data to a removable storage device 
provided with a first storage encryption unit and output data from the storage device, the host 
device comprising: 

a second encryption unit configured to perform a host-device side of a series of 
cr5^tographic processing for encrypting data to be secure; and a controller which divides the 
series of cryptographic processing into a plurality of procedures (column 38: lines 1-10, lines 53- 
67 and column 40: lines 20-34; the examiner considered a key generation, encryption, 
decryption, inputting data to be encrypted, outputting the decrypted data, and any other 
intermediary steps in the cryptographic processing fi-om start to end are considered as plurality of 
procedures), and 

divides the plurality of procedures to be executed in the first encryption unit and 
procedures to be executed in the second encryption unit, and issues to the storage device a 
command for controlling the first encryption unit to execute the procedures to be executed in the 
first encr3^tion(column 35: lines 5-25; lines 53-67; command line). 
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Blumenau does not explicitly teach the controller obtains information for estimating time 
necessary to execute the command from the storage device prior to the issuance of the command, 
sets a wait time for the command based on the obtained information, issues the command to the 
storage device, and waits the time set for the command before it issues a command for the next 
procedure to the storage device in order to have the next procedures executed by the first 
encryption unit. McClannahan, in an analogous art, however teaches the controller obtains 
information for estimating time necessary to execute the command from the storage device prior 
to the issuance of the command, sets a wait time for the command based on the obtained 
information, issues the command to the storage device, and waits the time set for the command 
before it issues a command for the next procedure to the storage device in order to have the next 
procedures executed by the first encryption unit (column 3: lines 22-33; column 5: lines 12-25; 
column 6: lines 5-25; The memory storage device of the type having a predetermined timing 
parameter that defines a minimum delay between the first and second memory control 
operations). Therefore, it would have been obvious to a person in the art at the time the invention 
was made to modify the system disclosed by Blumenau to include the controller obtains 
information for estimating time necessary to execute the command from the storage device prior 
to the issuance of the command, sets a wait time for the command based on the obtained 
information, issues the command to the storage device, and waits the time set for the command 
before it issues a command for the next procedure to the storage device in order to have the next 
procedures executed by the first encryption unit. This modification would have been obvious 
because a person having ordinary skill in the art, at the time the invention was made, would have 
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been motivated to do to provide a more flexible and extensible memory controller design that is 
capable of supporting a wider variety of memory storage devices as suggested by McClannahan 
(in column 2: lines 60-66). 

Blumenau and McClannahan do not explicitly teach the controller issues a command to 
the storage device via a bus electrically connecting the host device and the storage device, 
releases the bus for another command. Kitahara, in an analogous art, however teaches the 
controller issues a command to the storage device via a bus electrically connecting the host 
device and the storage device, releases the bus for another command (Figure 16: Disk system 
controller). Therefore, it would have been obvious to a person having ordinary skill in the art at 
the time the invention was made to modify the system disclosed by Blumenau and McClannahan 
to include the controller issues a command to the storage device via a bus electrically connecting 
the host device and the storage device, releases the bus for another command. This modification 
would have been obvious because a person having ordinary skill in the art would have been 
motivated to do to provide an information processing apparatus in which a semiconductor chip 
serving as a CPU thereof integrally contains a RAM, a cryptographic processing algorithm 
memory, a cryptographic processing hardware circuit, a key information generating hardware 
circuit, and a key information storage hardware circuit as suggested by Kitahara in (column 2: 
lines 20-249). 



As per claim 2: 
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McClannahan discloses a host device, wherein the information for estimation includes 
any one of a typical processing time, an average processing time, and a maximum processing 
time necessary to execute the command (column 1 1 : lines 1 1-20; column 5: lines 1 1-24). 

As per claim 3 : 

McClannahan discloses a host device, wherein the information for estimation includes 
any one of a typical processing time, an average processing time, and a maximum processing 
time necessary for at least one basic process out of an encrypting operation, a decrypting 
operation, a hash operation, a random number generating operation, and log retrieval which are 
used to execute the command (column 5: lines 1 1-24; lines 30-38). 

As per claim 12: 

Blumenau discloses a method for executing a series of crj^tographic processing for 
encrypting data to be seciired and inputting or outputting the data between a removable storage 
device provided with a first encryption unit and a host device provided with a second encryption 
unit, comprising: 

dividing the cryptographic processing into a plurality of procedures, and dividing the 
plurality of procedures into procedures to be executed in the first encryption unit and procedures 
to be executed in the second encryption unit(column 38: lines 1-10, lines 53-67 and column 40: 
lines 20-34; the examiner considered a key generation, encryption, decryption, inputting data to 
be encrypted, outputting the decrypted data, and any other intermediary steps in the 
cryptographic processing fi-om start to end are considered as plurality of procedures); and 
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allowing the second encrjrption unit to execute the procedures to be executed in the 
second encryption unit; allowing the host device to issue a command to the storage device in 
order to control the first encryption unit to the procedures to be executed in the first encryption 
unit; allowing the to storage device receive the command; and allowing the first encryption unit 
to execute the command (column 28; lines 35-50, column 35: lines 5-25; Figure 33: 422-430). 

Blumenau does not explicitly the host device obtains information for estimating time 
necessary for the storage device to execute the command from the storage device prior to the 
issuance of the command, issues the command to the storage device, and waits the time 
estimated necessary to execute the command before it issues a command for the next procedure 
to the storage device, in order to have the next procedure executed by the encryption unit. 
McClannahan, in an analogous art, however teaches the host device obtains information for 
estimating time necessary for the storage device to execute the command from the storage device 
prior to the issuance of the command, issues the command to the storage device, and waits the 
time estimated necessary to execute the conmiand before it issues a conmiand for the next 
procedure to the storage device, in order to have the next procedure executed by the encryption 
unit (column 3: lines 22-33; column 5: lines 12-25; column 6: lines 5-25). Therefore, it would 
have been obvious to a person in the art at the time the invention was made to modify the system 
disclosed by Blumenau to include the host device obtains information for estimating time 
necessary for the storage device to execute the command from the storage device prior to the 
issuance of the conmiand, issues the command to the storage device, and waits the time 
estimated necessary to execute the command before it issues a command for the next procedure 
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to the storage device, in order to have the next procedure executed by the encryption unit. This 
modification would have been obvious because a person having ordinary skill in the art, at the 
time the invention was made, would have been motivated to do to provide a more flexible and 
extensible memory controller design that is capable of supporting a wider variety of memory 
storage devices as suggested by McClannahan (in column 2: lines 60-66). 

Blumenau and McClannahan do not explicitly teach the controller issues a command to 
the storage device via a bus electrically connecting the host device and the storage device, 
releases the bus for another command. Kitahara, in an analogous art, however teaches the 
controller issues a command to the storage device via a bus electrically connecting the host 
device and the storage device, releases the bus for another command (Figure 16: Disk system 
controller).. Therefore, it would have been obvious to a person having ordinary skill in the art at 
the time the invention was made to modify the system disclosed by Blumenau and McClannahan 
to include the controller issues a command to the storage device via a bus electrically connecting 
the host device and the storage device, releases the bus for another command. This modification 
would have been obvious because a person having ordinary skill in the art would have been 
motivated to do to provide an information processing apparatus in which a semiconductor chip 
serving as a CPU thereof integrally contains a RAM, a cryptographic processing algorithm 
memory, a cryptographic processing hardware circuit, a key information generating hardware 
circuit, and a key information storage hardware circuit as suggested by Kitahara in (column 2: 
lines 20-249). 
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As per claim 13: 

Blumenau discloses a method, wherein the cryptographic processing is divided into any 
of process units, the divided process units including: 

receiving data input from the host device and performing encryption or decryption using 
the cryptographic processing unit if necessary (Figure 32: 565, 366, 79; column 37: lines 56-67; 
column 38: lines 55-65); 

performing encryption, decryption, or signature attachment using the cryptographic 
processing unit in order to output data to the host device (Figure 32: 565, 366, 79; column 37: 
lines 56-67; column 38: lines 55-65); and 
outputting data to the host device, and the command is issued by each of the process units 
divided (Figure 32: 565, 366, 79; column 37: lines 56-67; column 38: lines 55-65). 

As per claims 14 and 15: 

McClannahan discloses a method, wherein the information for estimation includes any 
one of a typical processing time, an average processing time, and a maximum processing time 
necessary to execute the command (column 1 1 : lines 1 1-20; column 5: lines 1 1-24). 

As per claims 16 and 17: 

McClannahan discloses a method, wherein the information for estimation includes any 
one of a typical processing time, an average processing time, and a maximum processing time 
necessary for at least one basic process out of an encrypting operation, a decrypting operation, a 
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hash operation, a random number generating operation, and log retrieval which are used to 
execute the command (column 5: lines 1 1-24; lines 30-38). 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See the notice of reference cited in form PTO-892 for additional prior art. 

Contact Information 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to TECHANE J. GERGISO whose telephone number is (571)272- 
3784 and fax number is (571) 273-3784. The examiner can normally be reached on 9:00am - 
6:00pm. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Entmianuel Moise can be reached on (571) 272-3865. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published apphcations 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Elecfronic Business Center (EBC) at 866-217-9197 (toll-free). 
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